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Computer Security Dec 27 2021 Computer Security: Principles and Practice, Third Edition, is ideal for courses in Computer/Network Security. It also provides a solid, up-to-date reference or self-study tutorial for
system engineers, programmers, system managers, network managers, product marketing personnel, system support specialists. In recent years, the need for education in computer security and related topics has
grown dramatically--and is essential for anyone studying Computer Science or Computer Engineering. This is the only text available to provide integrated, comprehensive, up-to-date coverage of the broad range of
topics in this subject. In addition to an extensive pedagogical program, the book provides unparalleled support for both research and modeling projects, giving students a broader perspective. It covers all security topics
considered Core in the EEE/ACM Computer Science Curriculum. This textbook can be used to prep for CISSP Certification, and includes in-depth coverage of Computer Security, Technology and Principles, Software
Security, Management Issues, Cryptographic Algorithms, Internet Security and more. The Text and Academic Authors Association named Computer Security: Principles and Practice, First Edition, the winner of the
Textbook Excellence Award for the best Computer Science textbook of 2008. Teaching and Learning Experience This program presents a better teaching and learning experience--for you and your students. It will help:
Easily Integrate Projects in your Course: This book provides an unparalleled degree of support for including both research and modeling projects in your course, giving students a broader perspective. Keep Your Course
Current with Updated Technical Content: This edition covers the latest trends and developments in computer security. Enhance Learning with Engaging Features: Extensive use of case studies and examples provides
real-world context to the text material. Provide Extensive Support Material to Instructors and Students: Student and instructor resources are available to expand on the topics presented in the text.
Network Security Essentials Mar 18 2021 Network Security Essentials, Third Edition is a thorough, up-to-date introduction to the deterrence, prevention, detection, and correction of security violations involving
information delivery across networks and the Internet.
Computer Network Security and Cyber Ethics, 4th ed. Jan 16 2021 In its 4th edition, this book remains focused on increasing public awareness of the nature and motives of cyber vandalism and cybercriminals, the
weaknesses inherent in cyberspace infrastructure, and the means available to protect ourselves and our society. This new edition aims to integrate security education and awareness with discussions of morality and
ethics. The reader will gain an understanding of how the security of information in general and of computer networks in particular, on which our national critical infrastructure and, indeed, our lives depend, is based
squarely on the individuals who build the hardware and design and develop the software that run the networks that store our vital information. Addressing security issues with ever-growing social networks are two new
chapters: "Security of Mobile Systems" and "Security in the Cloud Infrastructure." Instructors considering this book for use in a course may request an examination copy here.
Fundamentals of Network Security Feb 14 2021 This volume is designed to teach fundamental network security principles to IT and CIS students enrolled in college level programs. It looks at firewalls, wireless security,
desktop protection, biometrics, Windows.NET Server, IDS technology and standards such as ISO 17799.
Cryptography and Network Security: Principles and Practice, Global Edition Sep 04 2022
Computer and Information Security Handbook May 08 2020 Computer and Information Security Handbook, Third Edition, provides the most current and complete reference on computer security available in one
volume. The book offers deep coverage of an extremely wide range of issues in computer and cybersecurity theory, applications, and best practices, offering the latest insights into established and emerging technologies
and advancements. With new parts devoted to such current topics as Cloud Security, Cyber-Physical Security, and Critical Infrastructure Security, the book now has 100 chapters written by leading experts in their
fields, as well as 12 updated appendices and an expanded glossary. It continues its successful format of offering problem-solving techniques that use real-life case studies, checklists, hands-on exercises, question and
answers, and summaries. Chapters new to this edition include such timely topics as Cyber Warfare, Endpoint Security, Ethical Hacking, Internet of Things Security, Nanoscale Networking and Communications Security,
Social Engineering, System Forensics, Wireless Sensor Network Security, Verifying User and Host Identity, Detecting System Intrusions, Insider Threats, Security Certification and Standards Implementation, Metadata
Forensics, Hard Drive Imaging, Context-Aware Multi-Factor Authentication, Cloud Security, Protecting Virtual Infrastructure, Penetration Testing, and much more. Written by leaders in the field Comprehensive and upto-date coverage of the latest security technologies, issues, and best practices Presents methods for analysis, along with problem-solving techniques for implementing practical solutions
Network World Jun 28 2019 For more than 20 years, Network World has been the premier provider of information, intelligence and insight for network and IT executives responsible for the digital nervous systems of
large organizations. Readers are responsible for designing, implementing and managing the voice, data and video systems their companies use to support everything from business critical applications to employee
collaboration and electronic commerce.
Computer Network Security Jun 08 2020 A comprehensive survey of computer network security concepts, methods, and practices. This authoritative volume provides an optimal description of the principles and
applications of computer network security in particular, and cyberspace security in general. The book is thematically divided into three segments: Part I describes the operation and security conditions surrounding
computer networks; Part II builds from there and exposes readers to the prevailing security situation based on a constant security threat; and Part III - the core - presents readers with most of the best practices and
solutions currently in use. It is intended as both a teaching tool and reference. This broad-ranging text/reference comprehensively surveys computer network security concepts, methods, and practices and covers
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network security tools, policies, and administrative goals in an integrated manner. It is an essential security resource for undergraduate or graduate study, practitioners in networks, and professionals who develop and
maintain secure computer network systems.
Guide to Computer Network Security Jan 04 2020 This comprehensive guide exposes the security risks and vulnerabilities of computer networks and networked devices, offering advice on developing improved
algorithms and best practices for enhancing system security. Fully revised and updated, this new edition embraces a broader view of computer networks that encompasses agile mobile systems and social networks.
Features: provides supporting material for lecturers and students, including an instructor’s manual, slides, solutions, and laboratory materials; includes both quick and more thought-provoking exercises at the end of
each chapter; devotes an entire chapter to laboratory exercises; discusses flaws and vulnerabilities in computer network infrastructures and protocols; proposes practical and efficient solutions to security issues;
explores the role of legislation, regulation, and law enforcement in maintaining computer and computer network security; examines the impact of developments in virtualization, cloud computing, and mobile systems.
Cryptography and Network Security May 20 2021 This book is created in such a way that it covers the entire Cryptography Syllabus for BCA and MCA students. The book is designed to provide fundamental concepts of
Cryptography for the undergraduate students in the field of computer science . The theory part in each chapter is explained with the examples. My Special thanks to My Principal smith Lathe Maheswari and My HOD
Smith Maya of Valdivia villas college for their encouragement and support
Cryptography and network security Nov 06 2022
Information Assurance and Security Education and Training Jul 30 2019 This book constitutes the refereed proceedings of the 8th IFIP WG 11.8 World Conference on Security Education, WISE 8, held in
Auckland, New Zealand, in July 2013. It also includes papers from WISE 6, held in Bento Gonçalves, Brazil, in July 2009 and WISE 7, held in Lucerne, Switzerland in June 2011. The 34 revised papers presented were
carefully reviewed and selected for inclusion in this volume. They represent a cross section of applicable research as well as case studies in security education.
Cybersecurity Analytics Apr 06 2020 Cybersecurity Analytics is for the cybersecurity student and professional who wants to learn data science techniques critical for tackling cybersecurity challenges, and for the data
science student and professional who wants to learn about cybersecurity adaptations. Trying to build a malware detector, a phishing email detector, or just interested in finding patterns in your datasets? This book can
let you do it on your own. Numerous examples and datasets links are included so that the reader can "learn by doing." Anyone with a basic college-level calculus course and some probability knowledge can easily
understand most of the material. The book includes chapters containing: unsupervised learning, semi-supervised learning, supervised learning, text mining, natural language processing, and more. It also includes
background on security, statistics, and linear algebra. The website for the book contains a listing of datasets, updates, and other resources for serious practitioners.
Network Security Essentials Mar 30 2022 This book provides a practical, up-to-date, and comprehensive survey of network-based and Internet-based security applications and standards. This books covers e-mail
security, IP security, Web security, and network management security. It also includes a concise section on the discipline of cryptography—covering algorithms and protocols underlying network security applications,
encryption, hash functions, digital signatures, and key exchange. For system engineers, engineers, programmers, system managers, network managers, product marketing personnel, and system support specialists.
Designing Network Security Oct 13 2020 Corporate network security issues still very much fill the media today. "Designing Network Security" offers a practical approach to the implementation of secure network design,
offering the additional bonus of Cisco specific perspectives and case studies.
Safety and Security of Cyber-Physical Systems Oct 01 2019 Cyber-physical systems (CPSs) consist of software-controlled computing devices communicating with each other and interacting with the physical world
through sensors and actuators. A CPS has, therefore, two parts: The cyber part implementing most of the functionality and the physical part, i.e., the real world. Typical examples of CPS’s are a water treatment plant,
an unmanned aerial vehicle, and a heart pacemaker. Because most of the functionality is implemented in software, the software is of crucial importance. The software determines the functionality and many CPS
properties, such as safety, security, performance, real-time behavior, etc. Therefore, avoiding safety accidents and security incidents in the CPS requires highly dependable software. Methodology Today, many
methodologies for developing safe and secure software are in use. As software engineering slowly becomes disciplined and mature, generally accepted construction principles have emerged. This monograph advocates
principle-based engineering for the development and operation of dependable software. No new development process is suggested, but integrating security and safety principles into existing development processes is
demonstrated. Safety and Security Principles At the core of this monograph are the engineering principles. A total of 62 principles are introduced and catalogized into five categories: Business & organization, general
principles, safety, security, and risk management principles. The principles are rigorous, teachable, and enforceable. The terminology used is precisely defined. The material is supported by numerous examples and
enriched by illustrative quotes from celebrities in the field. Final Words «In a cyber-physical system’s safety and security, any compromise is a planned disaster» Audience First, this monograph is for organizations that
want to improve their methodologies to build safe and secure software for mission-critical cyber-physical systems. Second, the material is suitable for a two-semester, 4 hours/week, advanced computer science lecture
at a Technical University. This textbook has been recommended and developed for university courses in Germany, Austria and Switzerland.
Cryptography and Network Security Feb 26 2022 NOTE: This loose-leaf, three-hole punched version of the textbook gives students the flexibility to take only what they need to class and add their own notes -- all at an
affordable price. For courses in Cryptography, Computer Security, and Network Security. Keep pace with the fast-moving field of cryptography and network security Stallings' Cryptography and Network Security:
Principles and Practice , introduces students to the compelling and evolving field of cryptography and network security. In an age of viruses and hackers, electronic eavesdropping, and electronic fraud on a global scale,
security is paramount. The purpose of this book is to provide a practical survey of both the principles and practice of cryptography and network security. The first part of the book explores the basic issues to be
addressed by a network security capability and provides a tutorial and survey of cryptography and network security technology. The latter part of the book deals with the practice of network security, covering practical
applications that have been implemented and are in use to provide network security. The 8th Edition captures innovations and improvements in cryptography and network security, while maintaining broad and
comprehensive coverage of the entire field. In many places, the narrative has been clarified and tightened, and illustrations have been improved based on extensive reviews by professors who teach the subject and by
professionals working in the field. This title is also available digitally as a standalone Pearson eText. This option gives students affordable access to learning materials, so they come to class ready to succeed.
CYBER SECURITY ANALYSIS USING POLICIES & PROCEDURES Nov 13 2020 Internet provided us unlimited options by enabling us with constant & dynamic information that changes every single minute through
sharing of information across the globe many organizations rely on information coming & going out from their network Security of the information shared on the global. Networks give birth to the need of the cyber
security. Cyber security means the security of the information residing in your cyberspace from unwanted & unauthorized persons. Through different-different policies & procedures we can prevent our information from
both locally & globally active invaders (Hackers). Cyber security is a proactive step to prevent data assets. The policies & procedures, helps us to assess off activeness & ineffectiveness of the security maintained so far
by the organizations. Policies & procedures ensures that a standalone PC & a networked PC can be provided in a very off active manner. This Thesis describes the methodologies & techniques involved in policies &
procedures along with its benefits & precision. The main objective of the proposed work is to lay down a secure & authentic network so that no intruder can gain unauthorized access.The proposed technique
concentrates and supports to the basic security principle like authorization, integrity, dynamization and confidentiality during analysis and implementation of the whole process. The level of security & its
implementation requires skills & proper monitoring of the system as a whole. Thesis aims at creating a security mesh to explain the importance of computer security to different organizations.
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Studyguide for Cryptography and Network Security by Stallings, William Apr 18 2021 Never HIGHLIGHT a Book Again Virtually all testable terms, concepts, persons, places, and events are included. Cram101
Textbook Outlines gives all of the outlines, highlights, notes for your textbook with optional online practice tests. Only Cram101 Outlines are Textbook Specific. Cram101 is NOT the Textbook. Accompanys:
9780521673761
Computer Vision and Information Technology Feb 03 2020 Spread in 133 articles divided in 20 sections the present treatises broadly discusses: Part 1: Image Processing Part 2: Radar and Satellite Image Processing
Part 3: Image Filtering Part 4: Content Based Image Retrieval Part 5: Color Image Processing and Video Processing Part 6: Medical Image Processing Part 7: Biometric Part 8: Network Part 9: Mobile Computing Part
10: Pattern Recognition Part 11: Pattern Classification Part 12: Genetic Algorithm Part 13: Data Warehousing and Mining Part 14: Embedded System Part 15: Wavelet Part 16: Signal Processing Part 17: Neural Network
Part 18: Nanotechnology and Quantum Computing Part 19: Image Analysis Part 20: Human Computer Interaction
Cryptography and Network Security Jul 02 2022 For one-semester, undergraduate or graduate-level courses in Cryptography, Computer Security, and Network Security. The book is suitable for self-study and so
provides a solid and up-to-date tutorial. The book is also a comprehensive treatment of cryptography and network security and so is suitable as a reference for a system engineer, programmer, system manager, network
manager, product marketing personnel, or system support specialist. In this age of universal electronic connectivity, viruses and hackers, electronic eavesdropping, and electronic fraud, security is paramount. This text
provides a practical survey of both the principles and practice of cryptography and network security. First, the basic issues to be addressed by a network security capability are explored through a tutorial and survey of
cryptography and network security technology. Then, the practice of network security is explored via practical applications that have been implemented and are in use today. An unparalleled support package for
instructors and students ensures a successful teaching and learning experience.
Managing Cisco Network Security Jun 20 2021 An in-depth knowledge of how to configure Cisco IP network security is a MUST for anyone working in today's internetworked world "There's no question that attacks on
enterprise networks are increasing in frequency and sophistication..."-Mike Fuhrman, Cisco Systems Manager, Security Consulting Managing Cisco Network Security, Second Edition offers updated and revised
information covering many of Cisco's security products that provide protection from threats, detection of network security incidents, measurement of vulnerability and policy compliance and management of security
policy across an extended organization. These are the tools that network administrators have to mount defenses against threats. Chapters also cover the improved functionality and ease of the Cisco Secure Policy
Manger software used by thousands of small-to-midsized businesses and a special section on the Cisco Aironet Wireless Security Solutions. Security from a real-world perspective Key coverage of the new technologies
offered by the Cisco including: 500 series of Cisco PIX Firewall, Cisco Intrusion Detection System, and the Cisco Secure Scanner Revised edition of a text popular with CCIP (Cisco Certified Internetwork Professional)
students Expanded to include separate chapters on each of the security products offered by Cisco Systems
Computernetze Oct 25 2021
Cryptography And Network Security, 4/E Jun 01 2022
Information Security Management Handbook, Sixth Edition Aug 11 2020 Updated annually, the Information Security Management Handbook, Sixth Edition, Volume 7 is the most comprehensive and up-to-date reference
available on information security and assurance. Bringing together the knowledge, skills, techniques, and tools required of IT security professionals, it facilitates the up-to-date understanding required to stay one step
ahead of evolving threats, standards, and regulations. Reporting on the latest developments in information security and recent changes to the (ISC)2® CISSP Common Body of Knowledge (CBK®), this volume features
27 new chapters on topics such as BYOD, IT consumerization, smart grids, security, and privacy. Covers the fundamental knowledge, skills, techniques, and tools required by IT security professionals Updates its
bestselling predecessors with new developments in information security and the (ISC)2® CISSP® CBK® Provides valuable insights from leaders in the field on the theory and practice of computer security technology
Facilitates the comprehensive and up-to-date understanding you need to stay fully informed The ubiquitous nature of computers and networks will always provide the opportunity and means to do harm. This edition
updates its popular predecessors with the information you need to address the vulnerabilities created by recent innovations such as cloud computing, mobile banking, digital wallets, and near-field communications. This
handbook is also available on CD.
Cryptography And Network Security Principles And Practices Jul 22 2021
Cryptography and Network Security: Principles and Practice, 5/e Apr 30 2022 The full text downloaded to your computer. With eBooks you can: search for key concepts, words and phrases make highlights and notes as
you study share your notes with friends Print 5 pages at a time Compatible for PCs and MACs No expiry (offline access will remain whilst the Bookshelf software is installed. eBooks are downloaded to your computer
and accessible either offline through the VitalSource Bookshelf (available as a free download), available online and also via the iPad/Android app. When the eBook is purchased, you will receive an email with your access
cod.
Network World Jul 10 2020 For more than 20 years, Network World has been the premier provider of information, intelligence and insight for network and IT executives responsible for the digital nervous systems of
large organizations. Readers are responsible for designing, implementing and managing the voice, data and video systems their companies use to support everything from business critical applications to employee
collaboration and electronic commerce.
I-Way Robbery Dec 15 2020 I-Way Robbery is for security, investigative, law enforcement, and other criminal justice professionals, offering a unique look at the Internet as the new crime environment for the 21st
century. The book provides an overview of the Internet, its impact on nations, societies, criminals, security officers, and law enforcement professionals, and includes recommended basic, protective measures. I-Way
Robbery is written in non-technical terms. It is also an excellent reference for business and government agency managers who must understand their responsibilities as they relate to asset protection - especially those
who have on and off ramps connected to the I-Way. Boni and Kovacich start with the basics and teach users about the internet before teaching them about the security risks. This addresses the subject from the noninformation systems perspective and educates the average user about the overall risks and appropriate protective measures they should enforce and follow. This book is a must-have for anyone with an interest in the
pitfalls and precautions of doing business on the internet. I-Way Robbery: Crime on the Internet, uniquely approaches the much talked about topic of Internet Crime and security. It is written for anyone who wants a
basic understanding of the Internet crime environment now and into the 21st Century. It covers related Internet business, government, global, laws, politics and privacy issues; techniques being used to commit crimes;
what can be done about it; and what challenges the future may hold including topics such as information warfare. Drawing on their decades of experience in high-technology and Internet crime investigations William
Boni and Dr. Gerald L. Kovacich have written not only an excellent reference book for business and government agency managers, small business owners, and teachers, but for anyone who drives along the I-Way.
Addresses the subject of internet security from the non-information systems perspective Detailed incident reports to fully illustrate the specific issues readers must understand to fully appreciate the risks of I-Way
activity Covers a broad range of issues
Cryptography and Network Security Oct 05 2022 In this age of viruses and hackers, of electronic eavesdropping and electronic fraud, security is paramount. This solid, up-to-date tutorial is a comprehensive treatment
of cryptography and network security is ideal for self-study.Explores the basic issues to be addressed by a network security capability through a tutorial and survey of cryptography and network security technology.
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Examines the practice of network security via practical applications that have been implemented and are in use today. Provides a simplified AES (Advanced Encryption Standard) that enables readers to grasp the
essentials of AES more easily. Features block cipher modes of operation, including the CMAC mode for authentication and the CCM mode for authenticated encryption. Includes an expanded, updated treatment of
intruders and malicious software.A useful reference for system engineers, programmers, system managers, network managers, product marketing personnel, and system support specialists.
Network Security Essentials Aug 03 2022 For courses in Corporate, Computer and Network Security . Network Securities Essentials: Applications and Standards introduces students to the critical importance of internet
security in our age of universal electronic connectivity. Amidst viruses, hackers, and electronic fraud, organisations and individuals are constantly at risk of having their private information compromised. This creates a
heightened need to protect data and resources from disclosure, guarantee their authenticity, and safeguard systems from network-based attacks. The Sixth Edition covers the expanding developments in the
cryptography and network security disciplines, giving students a practical survey of applications and standards. The text places emphasis on applications widely used for Internet and corporate networks, as well as
extensively deployed internet standards.
Network Security, Firewalls, and VPNs Dec 03 2019 Network Security, Firewalls, and VPNs, third Edition provides a unique, in-depth look at the major business challenges and threats that are introduced when an
organization’s network is connected to the public Internet.
Network Security, Firewalls, and VPNs Nov 01 2019 -Identifies how to secure local and Internet communications with a VPN.
Introduction to Security and Network Forensics Nov 25 2021 Keeping up with the latest developments in cyber security requires ongoing commitment, but without a firm foundation in the principles of computer
security and digital forensics, those tasked with safeguarding private information can get lost in a turbulent and shifting sea. Providing such a foundation, Introduction to Security and Network Forensics covers the
basic principles of intrusion detection systems, encryption, and authentication, as well as the key academic principles related to digital forensics. Starting with an overview of general security concepts, it addresses
hashing, digital certificates, enhanced software security, and network security. The text introduces the concepts of risk, threat analysis, and network forensics, and includes online access to an abundance of ancillary
materials, including labs, Cisco challenges, test questions, and web-based videos. The author provides readers with access to a complete set of simulators for routers, switches, wireless access points (Cisco Aironet
1200), PIX/ASA firewalls (Version 6.x, 7.x and 8.x), Wireless LAN Controllers (WLC), Wireless ADUs, ASDMs, SDMs, Juniper, and much more, including: More than 3,700 unique Cisco challenges and 48,000 Cisco
Configuration Challenge Elements 60,000 test questions, including for Certified Ethical Hacking and CISSP® 350 router labs, 180 switch labs, 160 PIX/ASA labs, and 80 Wireless labs Rounding out coverage with a look
into more advanced topics, including data hiding, obfuscation, web infrastructures, and cloud and grid computing, this book provides the fundamental understanding in computer security and digital forensics required
to develop and implement effective safeguards against ever-evolving cyber security threats. Along with this, the text includes a range of online lectures and related material, available at: http://asecuritybook.com.
Outlines and Highlights for Cryptography and Network Security by William Stallings, Isbn Sep 23 2021 Never HIGHLIGHT a Book Again! Virtually all of the testable terms, concepts, persons, places, and
events from the textbook are included. Cram101 Just the FACTS101 studyguides give all of the outlines, highlights, notes, and quizzes for your textbook with optional online comprehensive practice tests. Only Cram101
is Textbook Specific. Accompanys: 9780136097044 .
Network World Aug 30 2019 For more than 20 years, Network World has been the premier provider of information, intelligence and insight for network and IT executives responsible for the digital nervous systems of
large organizations. Readers are responsible for designing, implementing and managing the voice, data and video systems their companies use to support everything from business critical applications to employee
collaboration and electronic commerce.
ANALYSIS OF NETWORK SECURITY THROUGH VAPT AND NETWORK MONITORING Aug 23 2021 Communication of confidential data over the internet is becoming more frequent every day. Individuals and
organizations are sending their confidential data electronically. It is also common that hackers target these networks. In current times, protecting the data, software and hardware from viruses is, now more than ever, a
need and not just a concern. What you need to know about networks these days? How security is implemented to ensure a network? How is security managed? In this paper we will try to address the above questions
and give an idea of where we are now standing with the security of the network. The security of network where confidentially is concerned. One needs to implement the high and security to avoid any uncertainly and to
ensure high reliability of the network. In his dissertation the main focus will be on application and standards that are used and being deployed. The main problem of network security is attacks like DOOS, Viruses etc.
For this we need to investigate & maintain the present & future vulnerabilities. Here, we will analyze the network protocols probable security threats and vulnerabilities, security attacks & there solution through
vulnerability assessment penetration techniques such as: a) Cryptography b) PGP c) MIMB d) IPSEC e) SSC f) SET
Information Security Management Handbook, Volume 4 Sep 11 2020 Every year, in response to advancements in technology and new laws in different countries and regions, there are many changes and updates to the
body of knowledge required of IT security professionals. Updated annually to keep up with the increasingly fast pace of change in the field, the Information Security Management Handbook is the single most
Network World Mar 06 2020 For more than 20 years, Network World has been the premier provider of information, intelligence and insight for network and IT executives responsible for the digital nervous systems of
large organizations. Readers are responsible for designing, implementing and managing the voice, data and video systems their companies use to support everything from business critical applications to employee
collaboration and electronic commerce.
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